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Digital Signature

This document addresses the development of the Digital Signature functionality in WMS,
where document gets signed electronically and is validated by the signer. Digital signatures,
like handwritten signatures, are unique to each signer. A digital signature is intended to solve
the problem of tampering and impersonation in digital communication.

Digital signature functionality will get implemented on below mentioned invoices and
documents:

1. Invoices
e Storage Invoice
e Insurance Invoice
e Over & Above Invoice
e General Monthly Billing Invoice
e PCSinvoice
e H&T Invoice
e Demand Notes in Custom Bond
e Custom Bond Insurance Invoices
e Weighment Invoices
e Custom Bond Storage Invoices
e Other Income Invoices
e Credit Note
e Debit Note

2. Documents
e ACK
e WHK
e Cash Receipt
e Advance Receipt

The user will follow the below mentioned steps to sign the document/invoice digitally:

Prerequisites: Installing the following utility in the system is essential and a pre requisite to
get data from the certificate.

https://download.chet.com/Signer-Digital-Chrome-Extension/3000-33362 4-
78042540.html?part=dl-&subj=dl&tag=button

» The user will plugin DSC device in the system.


https://download.cnet.com/Signer-Digital-Chrome-Extension/3000-33362_4-78042540.html?part=dl-&subj=dl&tag=button
https://download.cnet.com/Signer-Digital-Chrome-Extension/3000-33362_4-78042540.html?part=dl-&subj=dl&tag=button

» Once done, the user will navigate to the invoice on which he wants to sign digitally as
follows:
Accounts & Billing === Billing === Invoice (on which the user wishes to sign
digitally)

> Here, a listing screen will appear as follows:
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» The user will click on the 9 icon to “Sign document”.

> By clicking on the given icon @, a dialog box will appear on the screen for the
validation of the digital signature as shown below:
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The user will verify the details displaying on the dialog box and click on the

2 | button.
The user can also click on the “Cancel” button to abort the process.

After the user clicks on the i | button the system scans the document,
system asks for an Authentication password/pin as shown below:

Y YV V

Handling & Transportation List

The user will enter the pin for authentication.

The user can also change the pin or cancel the process.

Once the pin is authenticated by the user, a pop-up message will appear displaying the
message for successful authentication.
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» By clicking on the “OK” button, the chosen invoice/document shall be signed
digitally.
» The user can view and download the digitally signed invoice/document by clicking on

the ‘ icon as shown below:
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3. Annexure |

The steps to install the browser extension are as follows:
» The user will click on Ctrl or hit the following link on the browser:

https://download.cnet.com/Signer-Digital-Chrome-Extension/3000-33362 4-
78042540.html?part=dl-&subj=dI&tag=button

M Inbox - simrenjestkour@weaxcel X @ CWC X | W Miro | Online Whiteboard for Vie X & New Tab x  + - - c

C @ nttpsy//download.cnet.com/Signer-Digital-Chrome-Extension/3000-33362_4-78042540.html?part=d|-&subj=di&tag=button (O 3 |

» Once done, the user will be redirected to the following screen:

Download Q, search Apps... Windows ~ Mac ~ iOS v Android ~ More +

=l Signer. Digital Chrome Extension

By Chartered Information Systems ~ FREE

'Y DOWNLOAD NOW

Operating Systems

Quick Specs

GENERAL Release November 18, 2022
Date Added November 18, 2022
Version 310

Windows 10, Windows 8, Windows Vista, Windows
M, Windows 7, Windows XP

> Here, the user will click on the “Download Now” option.
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https://download.cnet.com/Signer-Digital-Chrome-Extension/3000-33362_4-78042540.html?part=dl-&subj=dl&tag=button
https://download.cnet.com/Signer-Digital-Chrome-Extension/3000-33362_4-78042540.html?part=dl-&subj=dl&tag=button

» The exe file will be downloaded.

P signer.Digital.Brow...msi A
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» The user can navigate to “downloads” option in the system.
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~ 4 s Downloads
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@, OneDrive ~ Today
P8 Signer Digital Browser. Extension Setup (1) 15-03-2023 11:34 Windows Installer . 1,700 KB

% Search Downloads

> By clicking on the file, the following dialog box will appear:
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The installer will guide you through the steps required to install Signer.Digital Browser Extension on
your computer.

n.Setup (1)

[ne-Extensi...

Signer.Digital Chrome E xtension application developed and distributed by Chartered Information
Systems Private Limited. India. Copyright & 2020

Back ( Next > ] Cancel

13-03-2023 12:17 JPG File 184 KB

» The user will click on the “Next” tab to proceed further in the installation process.

» By clicking on the tab, the following screen will appear. The user will

choose the “Everyone” option and click on the button.
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> By clicking on the “Next” tab, the following screen will appear:
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Installation
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The inztaller iz ready to inztall Signer.Digital Browser Extenzion on your cornputer.

ey Click "Me=t' to start the installation.
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» Here, again the user will click on the tab to start the installation on the
system.

» Once done, the user will click on the “Yes” option on the following prompt screen:
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» The user will click this “Finish” option on the below attached screen.
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Select whether pou want to repair or remowe Signer. Digital Browser E =tension.

I R epair Signer. Digital Brovweser E <ten=sion

3 Remowe Signer. Digital Browveser E <tenzion
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» After clicking on “Finish” tab, the following dialog box will appear:

Signer.Digital Browser Extension

>

signer&@ddigital

Signer.Digital Browsser E xtension has been successfully installed.

Click "'Close" to exit.

Please use “Afindowes Update to check for any critical updates to the _NET Framework.

< Back [ Close ] Cancel

> Here, the user will click on the “Close” tab to finish the setup process.



